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ABSTRACT

Skype is a very popular VoIP software which has recentlyaatéd
the attention of the research community and network opeyato
Following a closed source and proprietary design, Skypéopro
cols and algorithms are unknown. Moreover, strong enaoypti
mechanisms are adopted by Skype, making it very difficuliveme
glimpse its presence from a traffic aggregate. In this paper,
propose a framework based on two complementary techniques t
reveal Skype traffic in real time. The first approach, baseBear-
son’s Chi-Square test and agnostic to VolP-related trafiécacter-
istics, is used to detect Skype's fingerprint from the paéiehing
structure, exploiting the randomness introduced at théetdl by
the encryption process. Conversely, the second approdised
on a stochastic characterization of Skype traffic in termgaufket
arrival rate and packet length, which are used as featurasle€i-
sion process based on Naive Bayesian Classifiers.

In order to assess the effectiveness of the above technigees
develop an off-line cross-checking heuristic based on greefet
inspection and flow correlation, which is interesting per $ais
heuristic allows us to quantify the amount of false negatiaad
false positives gathered by means of the two proposed agipesa
results obtained from measurements in different netwohaws
that the technique is very effective in identifying Skypeffic.

While both Bayesian classifier and packet inspection teples
are commonly used, the idea of leveraging on randomnesséalre
traffic is novel. We adopt this to identify Skype traffic, biiet
same methodology can be applied to other classificationgmab
as well.

Categories and Subject Descriptors

C.4 [Computer Communication]: Measurement Techniques; C.2.5
[Computer Communication Network]: Internet
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1. INTRODUCTION

The last few years witnessed VolP telephony gaining a tremen
dous popularity, as also testified by the increasing numbepo
erators that are offering VolP-based phone services tdertal
users. Skype [1] is beyond doubt the most amazing examplesof t
new phenomenon: developed in 2003 by the creators of KaZaa, i
recently reached over 100 millions of users, becoming sallpop
that people indicate Skype IDs in their visiting cards.

A number of reasons for such a success can be acknowledged.
First, today Internet (in terms of capacity, responsivenesbust-
ness) makes it possible to provide new and demanding service
including real-time interactive applications such aspbtay. Sec-
ond, the users attitude toward technology has deeply chaimge
the last few years: users are willing to accept a good seffeice
free, even though service continuity and quality is not goteed,;
they (we?) like to have access from the same terminal andtbeen
same application environment to a number of different comimu
cation facilities; new ways and tools to be connected to edabr
are easily accepted and experienced by people. Last bueast, |
Skype is an extremely good piece of software, carefullymeegied,
user friendly and efficient at the same time.

The importance of Skype traffic identification —besides bé&m
strumental to traffic analysis and characterization foroek de-
sigh and provisioning— is clear when considering the irstecd
network operators, ranging from traffic and performance itoon
ing, to the design of tariff policies and traffic differertten strate-
gies. To date however, despite the interest recently exlitiy
the research community, reliable identification of Skypadfic re-
mains a challenging task, given that the software is prtgmyeand
the traffic is obfuscated. The objective of this paper is thngea
framework, based on two different and complementary teples,
for revealing and classifying Skype traffic from a traffic eggpte,
irrespectively of the transport layer protocol that is lgeiised (i.e.,
TCP or UDP). Both techniques are scalable, can be performed o
line, and are applicable to a more general extent than thiexion
of Skype traffic identification. The first approach, based earP



son’s Chi Square test, is used to detect Skype's fingerpont the
packet framing structure but is agnostic to VolP-relataffitr char-
acteristics. To the best of our knowledge, this work is thet o in-
troduce this methodology for the purpose of traffic iderdifion: in
the following, we refer to this novel identification apprbaasChi-

that almost everything is cyphered, that data can be fratgden
and that an extensive use of data compression (based ometith
compression) is made as well. The work in [5] presents an ex-
perimental study of Skype, where results are collected bsgnme
of measurements over a five months period. Authors analyae us

Square ClassifiefCSC). Conversely, the second approach is based behavior only forrelayed?, rather than direct, sessions. Results

on a stochastic characterization of Skype traffic in termgaaket
arrival rate and packet length, which are employed as featoir a
decision process based Niaive Bayesian Classifie(8IBC): how-
ever, while the above features successfully allow to idgidIP
traffic, they are not representative of the application tjeaterated
it.

To proof-check the correctness of the statistical techesque
develop aPayload Based ClassifieqfPBC), that relies on tradi-
tional technique of deep-packet inspection, combined waifer-
host analysis that allows us to identify Skype clients armithen-
erated traffic. We use the PBC to cross-check the resulténelota
from the statistical approaches. In particular, from thetailed
testbed experiments and from real traffic traces as wellPBBE
is used to create a benchmark dataset in which we classifgeSky
flows with a very high confidence level. Moreover, the benatkma
dataset is used to tune parameters of the above classienglha
as to quantify the number of NBC/CSC false-positives ansefal

pertain the population of on-line clients and their usagéepa, the
number of super-nodes and bandwidth usage: thus, thefidanti
tion problem is no longer related to Skype traffic but, rather
Skypeusers

The works closest to ours are [6, 7]. [6] deals with the evalua
tion of the QoS level provided by Skype calls. However, thegra
focus is more on the QoS evaluation rather than on the idesifi
tion of the flows. Specifically, authors consider a valid Veis-
sion whenever i) flow duration is longer than a threshold (glgm
10 seconds), ii) average packet rate is within a reasonaliger
(between 10 and 100 pkt/sec), iii) average packet size it fipea
tween 30 and 300 bytes), and iv) Exponentially Weighted Mgvi
Average of the packet size falls in a given range (betweenn8s a
500 bytes) for the whole flow duration. However, these charac
teristics are typical of all VoIP traffic, and not only of Sleg/raf-
fic. Therefore, authors propose a complex algorithm to ifletite
UDP port used by Skype. All traffic originated from, sinkedthgt

negatives. Indeed, by running the NBC and CSC onto the bench- (IP address - UDP port) will be labeled as Skype traffic. Besid

mark dataset, we can assess the effectiveness of the tveifieless
when they are either separately or jointly used. We antieittzat
the combination of NBC and CSC yields to astonishingly gaad r
sults. The joint NBC+CSC classification method effectiviatyits
the number of false positives, yielding to conservativeltesin the
sense that the number of non-Skype flows erroneously cledsi§
such is negligible.

A mythological analogy fits to the above framework if we per-
sonify the problem of Skype traffic identification wikhaos which
typically refers to unpredictability and in Greek mythojd@] was
referred to as the primeval state of existence, from whietptb-

being very complex, this approach applies only when Skypms us
UDP at the transport layer and it needs the Skype login plueaise t
monitored: it is, thus, likely to fail on backbone links. Mawver,
any modification during the login phase in future Skype redsa
will make the algorithm useless. We, on the contrary, woikd |
to pin out all VoIP traffic generated by Skype only, possiblyhw
simple algorithms and in any scenario. Finally, in [7] authfmcus
on the identification ofelayedtraffic, and present an application
to Skype. The adopted approach is to correlate, at the reldg,n
the incoming and outgoing packet time series and bandwitige!
More on details, authors focus on what they call “burst” afftc.

togenoi(i.e., the first gods) appeared. The payload based heuristic Then, for every pair of packet bursts, an analysis of theetatipn

allows us to bring light to the problem solution, and it cangh

be represented blemera the female goddess of eagles and fat-

heads and the personification of day. Opposite to the degepa
inspection, the statistical techniques lye. We can idgntifth
Nyx the primordial goddess of the night, akaebos the person-
ification of darkness and shadow, respectively the Chi-Bxtest
and Bayesian classification. A tight relationship existoagthe
techniques, exactly as it exists among the protogehi@merais
the daughter oNyx and Erebos which are one other’s sister and
brother, and are sons ghaosin their turn.Hemera NyxandEre-
bosare used to reveal and understaithos i.e., Skype traffic.

2. RELATED WORK

As the use of Skype spreads and increases in importance, ther

is the need for tools and techniques to analyze Skype traffich
recently drawn much interest of the research community [3, 4
6, 7], as briefly overviewed in what follows.

In [3], authors provide an overview of Skype design and func-

tions, exploring many Skype aspects under different ndtveer

tups: both Skype users with machines with public IP addegsse

or one of them behind port-restricted NAT, or, finally, bottets
behind a port-restricted NAT and UDP-restricted firewallttiors
of [4], of which unfortunately only the slides from an oraépenta-
tion are available, provide a very deep understanding op&ky-

ternals, including many details gathered from a reverssergng
of Skype protocol and application, with a special focus arusey

issues. The format of low level datagram is inspected: itrgese

of the packet arrival series within the burst is performedhile/
this technique has been proved to be reliable in identifyaigyed
Skype sessions, we point out that it is not suitable to oupqess,
i.e., identifying all Skype VoIP traffic.

To summarize, the above works focus on either the analysis of
Skype internals (gained by both black box approaches amsev
engineering), or the characterization of different aspetthe Skype
users and traffic (in which case only fairly simple identifica
heuristics are used), or on methodologies to identify Skgfzeyed
traffic. Therefore, we feel that the problem of identificatiof
Skypedirect sessions, which is the aim of this paper, has not been
accorded the attention that it deserves. We reach our gsaig u
algorithms that work in real-time, are very reliable, and datect
Skype voice flows that last few seconds only.

3. THE SKYPE SOURCE MODEL -
KHAOS MODEL

In this section, we combine the knowledge gained by the work
overviewed in Sec. 2 with an original study of the traffic gene
ated by a Skype client: the aim is to both derive a model of 8kyp
traffic sources, and gain insights that allow us to build dtece
tive identification method. In order to derive a traffic sainsodel,
we performed several experiments in a controlled envirerinmur

A session igelayedif packets from a source to a destination are
routed through an intermediate node which acts as an applica
layer relay.
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Figure 1: Schematic diagram representing the Skype message
building process.

testbed involved several PCs connected by a Linux NAT / Fatlgw
Router/ Traffic-Analyzer box. Different versions of Skypene
installed, running under different operating systems saghVin-
dows, Linux and Pocket-PC. Different network scenariosatested,
either emulated by using NIST Net [8] to enforce several doab
tions of delay and packet losses, or using different acoetsganks
(e.g., Ethernet, xDSL, UMTS access data-link).

Skype offers VoIP capabilities in two different “modes”. time
first one, traffic is generated between two end-hosts, eaafhich
is running a Skype client: we calind-to-End(E2E) the generated
traffic. The second communication mode happens betweencan en
host and a traditional PSTN phone, involved through the 8kyp
out/Skypein services: in this case, we dalid-to-Out(E20) the
generated traffic. Moreover, we anticipate that we seek tvale
a quite general and tunable model that, instead of beinggedgc
but rigidly fitted to our testbed measurements, can adapittod
software releases.

3.1 The Skype Source Model

A schematic diagram of the Skype source model is reported in
Fig. 1. Since Skype supports voice, video, chat and datafegn
several information sources are highlighted. Each souasedif-
ferent characteristics, but all generate informatidocksthat are
then multiplexed in drame

Considering the voice source, the voice encoder used daring
call, i.e., theVoice Codecoutputs blocks of encoded voice. Since
our focus is on voice calls, in the following we denote theceoi
encoder simply as th€odec The Frameris then responsible for
creatingSkype framesby multiplexing into a single frame one or
more blocks (e.g., to cope with the potential loss of the imime
ately preceding frames, or to modify the message generadiej
Possible video/data/chat/report blocks can be multipleewell
in a single frame and some additional headers, nafigdd>, . . .

in the figure, can be added. Once a frame has been created, it i

then arithmetically compressed by tAechiver and encrypted by
the Cypher Finally, an additional non-cyphered header may be
present, denoted bgtart of MessagéSoM) in the figure. The
SoM will play a crucial role in the PBC, and we discuss it dgepl
Sec. 3.2.1. The output of the process depicted in Fig. 1Skygpe

Codec Frame Size [ms] Bitrate [Kbps]
ISAC 30,60 10+ 32

ILBC 20,30 13.3,15.2
G.729 10 8

iPCM-wb 10,20,30,40 80 (mean)
EG.711A/U || 10,20,30,40 48,56,64
PCM A/U 10,20,30,40 64

Table 1: Nominal Characteristics of Skype Codecs.

messagethat will be then encapsulated in either a UDP or TCP
segment.

At the input side, three parameters have a crucial role iardet
mining the characteristics of the generated trafficR§teis the
bitrate used by the source, i.e., the Codec rateAf), that repre-
sents the Skype message framing time, is the time elapsegd&et
two subsequent Skype messages belonging to the same flow. iii
RF is the Redundancy Factor, i.e., the number of past blocks tha
Skype retransmits, independently from the adopted Codenga
with the current block.

All parameters may change during the connection lifetinge, d
pending on the network working conditions. As an examplg, Ei
reports a message trace observed during a voice call between
clients in which we artificially enforced the available badith.
Top plot reports the average bitrate evaluated every seeodd
the imposed bandwidth limit; middle plot reporsI”, and bottom
plot reports the packet size versus time. Looking at the agess
size, the effects of both variable-bitrate Codec and thenEraare
clearly visible. Indeed, at the connection beginning (t[G180]s),
messages are approximately double the size of the messeiles i
second part of the call (time [40:150]s). In the last portidrihe
connection, a change in the message size pattern is prothaéiyp
a change of the Codec bitrate. By looking/&f", it is possible to
observe that the average message framing takes values3f 20,
60 ms.

In our experiments, we observed many different operatirgteo
where an operating point is defined @ate, AT, RF') tuple. In
particular, we observe®F' between 1 and 4, anflT varying be-
tween 0.5 and 6 times the actual Codec framing time. Despte w
did not observe all the possible combinations of the threame-
ters, we cannot exclude that other network conditions claad to
Skype selecting other operating points: therefore, we eadaon-
servative approach and prefer a slightly more general mibde!
takes into account such possibilities as well.

For completeness, Tab. 1 reports the details about theetiffe
Codecs supported by Skypehe Codec name, nominal frame size
and bitrate are reported. All Codecs are standard excep&te
one, which is a proprietary solution of GloballPSound [BAC
is the preferred Codec for E2E (End-to-end) calls, whileGhg29
Codec is preferred for E20 (Skypeout) calls.

3.2 More on Skype Messages

3.2.1 The Start of Message (SoM)
According to [10], Skype uses state-of-the-art AES and RBA a

Sgorithms to cypher messages. However, the choice of the-tran

port layer protocol has an important implication. TCP irmpéts

2Codec are automatically selected. However, it is possible t

force Codec selection enclosing the list of disabled Codees
tween the tag<Di sabl eCodecs> <\Di sabl eCodecs> in
theconfi g. xm file.
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Figure 2: Sample trace: Skype message size, framing and aver
age bitrate during a voice call.

a connection-oriented reliable transport and the apjpticas guar-
anteed to receive all data segments in the correct sequiicen
using TCP, Skype therefore cyphers the whole content of @i-m
sages. Conversely, the connectionless unreliable sesffied by
UDP no longer guarantees in-sequence and all data delivheye-
fore, when using UDP, Skype receiver must extract from thsi-ap
cation layer header some additional information to detedtdeal
with possible incorrect stream lining. Such informatiommwat be
protected by means of a stream cypher, but can onlybifescated

by means of some function based on single packet payload [4].

Thus, with UDP, Skype cannot encrypt tivaolemessage. More-

over, Skype sends and receives UDP segments using a fixed por

to avoid additional signaling needed to negotiate a dyngmit.
Therefore some application layer headers must be added lto mu
tiplex different messages into the same transport flow,(eaice,
instant messaging, file transfer and signaling messagesbetthe
same two end-points). Based on the two previous deducteas,
conclude that, when Skype messages are encapsulated inddbP s

ments, a portion of the Skype messages can be identified by in-

specting the UDP payload: this is what we call the Start ofddge
(SoM).

3.2.2 End-to-end Messages

By looking at the UDP encapsulated messages generated be

tween two Skype clients, i.e., E2E messages, the followilgdi
are identified:

files transferred by users during a Skype session. We never ob
served other values being assumed byRta field.

3.2.3 Skypeout Messages

Skypeout calls have an initial signaling phase betweenltaetc
and some super-nodes. Then, a voice encoded stream of gssag
is activated among the caller and a gateway node, which dsnve
the call to the PSTN. The UDP port value of the PSTN gateway
is set to 12340, while its IP address may change accordinigeto t
selected gateway. Looking at the payload of the UDP encafesll
voice messages, we notice that after a variable number tidilini
messages, the first four bytes take always the same valuefdre
hinting to a different SoM format than E2E messages: we agsum
that these four bytes are used by the PSTN gateway as a unique
Connection IDentifier €l D). Note that it is possible for th€l D
to change during the connection lifetime, and our testbesved
that it is very likely for such changes to happen during catina
start. Bytes from 5 to the end of the message show no detestiaini
meaning.

3.3 Khaos: How to proceed with Skype traffic
identification

In the following, we exploit the above information to cldgsi
Skype traffic. In particular, we propose three classifieas éxploit
different aspects and characteristics of Skype traffic.

Nyx, the first classifier referred to &hi-Square ClassifigiCSC)
in the following, focuses on the cyphering mechanisms: tB€C
decision is based on the analysis of the message conterdmand
ness introduced by the cypher. When TCP is employed at the-tra
port layer, the whole content of a Skype message is encrypted
that message bytes appear to be randomly distributed. Gmtye
in the UDP case, only a certain portion of the message casaies

omly distributed values, whereas other portions of thesagss
(e.g., theFun and| D fields for E2E and the&l D for E20 calls)
exhibit statistical properties typical of deterministatd. The CSC
allows us to distinguish the traffic generated®kype clientérom
the one of other VoIP sources since they use different hefader
mat, e.g., RTP. In the case of UDP, it provides some additiona
information on the Skype mode (E2E or E20).

Erebos, the second classifier, referred tdNas/e Bayes Classi-
fier (NBC) in the following, is based instead on the peculiar prop
erties of the traffic generated by the voice Codec and thedram
Specifically, we characterize the stochastic propertighefraffic
generated by the source in terms of packet length and iatetegp
‘gap. Then, we define a classifier whose decision processdd bas
the quantitative evaluation, by means of a Bayesian tedenigf
the resemblance of potential Skype flows to the expectethiastic

e | D: a 16-bit long identifier (byte 1 and byte 2) used to uniquely characteristics.

identify the message; it is randomly selected by the sender

query, and copied in the receiver reply.

e Fun: a 5-hit long field obfuscated into a byte (byte 3) stat-

Hemera, the third classifier referred toRasyload-Based Clas-
sifier (PBC) in the following, is based on a more traditional ap-
proach of deep packet inspection, and, in particular, ieleges
on the SoM header content. This classifier applies only tosflow

ing the payload type. Three random bits can be removed by transported by UDP and couples the per-flow inspection ofgiac

considering &x8f bitmask.

e Frame: containing a possibly multiplexed sequence of agthe
information and voice blocks.

Thel DandFun fields are part of the SoM header. By inspecting
the values assumed by tRan field, we have tha®x02, 0x03,

0x07 andOxO0f are used to indicate signaling messages generated

during Skype login phase, or connection managen@add indi-
cates a DATA message, that can contain: i) encoded voicédloc
i) video encoded blocks, iii) chat messages or even iv) khiof

content with more sophisticated per-host state informaoch as
the port used for the data exchange, or traces of previoupeSky
activities by the same host), so as to reduce the number afenis
tification.

4. THE CLASSIFIERS
4.1 Nyx: Chi-Square Classifier

The first classifier we present uses the Pearson’s Chi-Sgtare
tistical test to assess whether and which message portiersna



crypted. The aim of this test is to check if the message under
analysis complies with one of the Skype message formatg dexl
scribed, and can thus be considered an analogous of foraesic

ods to reveal fingerprints. More on details, depending oRitiaof
flow, we can expect different characteristics of the messaggent
after cyphering. In particular, we distinguish the follogicases:

e E2E Skype flow transported by UDP.
The FUN bits are deterministic, while all the other bits in

Skype Mode SoM Payload
Byte pos. 1-2 3 4 5-...
E2E over UDP Rnd | Mixed | Rnd Rnd
E20 over UDP Det Det Det Rnd
E2E-E20 over TCR| Rnd | Rnd | Rnd Rnd

Table 2: Message content characteristics.

the message are cyphered. By assuming that the cypher is

optimally working, we can expect cyphered bits to appear
completelyrandom i.e., uniformly distributed.

E20 Skype flow transported by UDP.
The first four bytes of the message aeterministi¢ since
they represent th@l D. Besides these four bytes, the remain-

flow end, we evaluate the Chi-Square test for each group sf bit

21

>

i=

(0f — E)?
E;

2
Xg

= with ¢g=1,...G. (2

We have then to test whether the values<§>fare such that our hy-

ing part of the message is cyphered and the corresponding pothesis is verified. For the hypothesis, we use the messaent

bits appear to be random.

Skype flow transported by TCP.
The whole message is cyphered, irrespectively of the EZB/E2

characteristics early discussed and summarized in Tahle2x-
pect, depending on the kind of flow and the transport layetog,
parts of the Skype messages to be random and parts to be oleterm
istic (or almost deterministic). For example, E2E flows ou@®@P

Skype mode: therefore, the whole message appears to be ranhave the first, second and fourth bytes cyphered, or rand@na({’

dom.

In order to classify if a flow is generated by Skype, we use the
above observation to test whether the message content jdieom
with our expectation by means of Pearson’s Chi-Square e
test is designed to verify whether the behavior of an objebt,
served for a finite number of times, follows an expected bienav
this is done by computing the deviation of the observed dutald
ues with respect to the expected distribution of the outpAtsume
that we build an experiment over the object by observingutpuat
for nror times (withnror large) and assume that there are
possible outputs for each observation. If the expectediloligion
of the output is such that output valaewithi = 0,...,n — 1,
occurs with probabilityp;, the expected number of occurrences of
1is E; = nrorpi. Now, letO; be the number of occurrencesiof
actually observed during the whole experiment. The value

n—1 2
2 (Os — E5)
X=> -

=0

@)

is a measurement of the deviation of the observed behavitr wi
respect to the expected behavior. If the observed objelly tea
haves as expected, then thevalue computed in (1) is distributed
according to a Chi-Square distribution with— 1 degrees of free-
dom, the deviation being simply due to the finite nature ofeke
periment.

The test is often employed for a single experiment in the fol-
lowing way. Make thehypothesighat the output of the object is
distributed according to probabilities’s and perform the exper-
iment as described above. The hypothesis is rejected sigttif-
icance levela if the value x? computed as in (1) is larger than
the (1 — a)—th quantile of the Chi-Square distribution with— 1
degrees of freedom. We build our CSC on this idea, by checking
whether the content of the messages belonging to a given fiow ¢
plies with one of the different random/deterministic Skypafic
behavior described above.

Our experiment works as follows. For each message belonging
to a flow, we consider the firg¥ groups ofb bits (i.e., we consider
the firstGb bits of the message) and we compute, for each block
g = 1,...G, the variablesD? which count the number of times
that theg-th block assumed valugwith i = 0,...,2° — 1. Atthe

in the table), while byte 3 contains a few random bits and some
constant bits (this case is labeled 'Mixed' in the table)eT¥hole
SoM of the E20 flows over UDP are deterministic ('Det’ in the ta
ble), while messages are completely random for flows tramsgo

by TCP.

In order to check if grougy is random, deterministic or mixed,
we consider, as expected behavior, the Chi-Square distrbab-
tained for uniformly distributed bits. In this case; = nTOT/2b
for all i, wherenror is the number of messages belonging to
the flow. We then compare the measured value§§oﬁvith some
thresholds derived from the distribution of the Chi-Squeaiith
n—1=2"-1 degrees of freedom; we denote the thresholds
by x?(Rnd), x*(Mixed), andx?(Det).

Different criteria can be proposed based on the valug ahdb,
and the thresholds. Our choicebis= 4 bits, andG = 16, meaning
that the first 8 bytes (half of which account for the SoM header
and half for the payload) are considered. The referenceSghare
distribution in this case ha®’ — 1 = 15 degrees of freedom and
E; = nror/16 foralli = 0,...,15. We then classify the flow
according to the following criteria.

e E2E over UDP

A min (x

2 2\
> d
,min (xg) > X" (Mixed)

max(x;) < x*(Rnd)
geg’

whereG’ = {g | 1 < g < G,g # 5,6} is the set of
groups corresponding to the random part of the E2E mes-
sage. The rationale of this criterion is that random blocks
should be “similar” to the uniform distribution leading tel+
atively small values ojcg. At the same time, mixed blocks
that contain a few deterministic bits, tend to have largér va
ues ofxg, because they significantly deviate from the typical
random behavior.

E20 over UDP

min_(x3) > x*(Det) A ax (xg) < x*(Rnd)
g=1,.., s

In this case, the SoM (i.e., the first four bytes, or eight geou
of b = 4 bits) should be deterministic, whereas the remaining
portion random.
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Figure 3: Xg versus the number of observations for determin-
istic, random and mixed (1 deterministic and 3 random bits)
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e E2E or E20 over TCP

2 2
1____,16(><g) < x"(Rnd)

All considered groups should be random.

e Not Skype
Otherwise.

Notice that the Chi-Square test works if the humber of olsserv
tions nror is large, say thatror is such that; > 5 for all
possiblei. In our case, this means that we can apply the test only
to flows whose number of messages is,

nror

» ®

that isnror > 80 with our choice forb. In the numerical results
Section, we chooseror > 100, which roughly corresponds to
3s of a voice flow. The difference in the observed valuespf
between a deterministic or a random block significantly éases
with the flow length. Indeed, for a deterministic block, sranly
one value for the block is possible, the valuexgjfis,

>5

pL

2
Xg = Z
(nror — E)* + (2° —

E

Xf, linearly increases withvror, meaning that the longer the flow
is, the more reliable the identification of a deterministiodk is.
Reliability of the test increases also with however, due to the
implication expressed by (3), the valueto$hould be kept small.
Consider now the case of a mixed block. If one bit is fixed and

(0] — Ev)®

= @

1) E?

— nror (Qb - 1) .(5)

the others are random (as is the case of the fifth group of an E2E

flow transported by UDP)); = 0 for half the possible values of
and larger than 0 for the remainingSince the possible values of
are2’ in total, they of a mixed block is,

b—1
2 _ N (07 -EB)

-1 E°
Xg E T

2
+ E

i=1

(6)

2
2X2b71 1 + nror

wherex2,_, , is the Chi-Square witk®~' — 1 degrees of free-
dom; in other terms, it is a value that can be achieved from an
experiment with random bits ovef~! possible values. This re-
sult suggests that in the case of a group with 1 determinﬁﬁtb@ﬁ
is again linearly increasing withror. Similarly, it is possible to
estimate what has to be expected from the case of more than one
deterministic bit, as is the case of group 6 in a E2E flow ovePUD
Figure 3 reports the value Qtf, for the considered kinds of
groups, computed over the flows that were identified as Skyppes fl
in the experiments described in Sec. 5. In particular, we se-
lected block 1 and 5 from E2E flows, and block 1 from E20 flows,
which are examples of random, mixed and deterministic Hock
At flow end, the values of the correspondimﬁ is then plotted
with x-axis value equal to the flow length. Notice the growth o
X?; with nror for both deterministic and mixed groups, with com-
pletely deterministic groups having a much larger deviafiom
random behavior. The figure suggests that, as the behavibeof
three groups are clearly distinguishable from the valudwefxtf],
the setting of the thresholds is not critical. Thus, in ortdeeduce
the number of parameters, we simply §é{Det) = x*(Rnd) =
x*(Mixed) = 150.

4.2 Erebos: Naive Bayes Classifier

As mentioned before, while the CSC is based on the cypher, the
NBC proposed in this section makes use of the peculiar ctearac
istics of real-time voice traffic. The algorithm is based amadfic
characterization that, combining the voice Codec with tiaenkr,
provides a stochastic description of Skype traffic: resemdt® of
the measured traffic to the Skype source is then evaluateddyra
dinated set oNaive Bayes Classifief41]. Naive Bayes Classifiers
are successfully adopted in the data-mining field, and,ittee8yeir
simplistic assumptions, are known to provide excellenilte$11].
Recently they have also been adopted to classify Interaéictr
showing very good performance, see [12] and referencesither

4.2.1 The Classifier

The Naive Bayes Classifier (NBC) technique derives from the
Bayes theorem and is based on the following idea. Suppose/¢ha
observe an object that can be described by a number of observa
quantities calledeatures Many different features can be gathered.
Let vectorx = [z;] represent the different samples, whereis
the :—th observed value of featur®. Then, we are interested
in quantifying the probabilityP{C|x} that the object belongs to
classC, given that we observed the sequend®r featureX. The
NBC technique relies on the knowledge of dagriori probability
P{x|C} to infer thea-posterioriprobability P{C|x},

P{C,x} _ P{C,x} P{C} P{x|C}

PO =305 = Pl PIOY - Plo)

P{C}.
(7)

NBC is based on the assumption that thés are independent
(the attribute “naive” refers to this assumption), so thatfollow-
ing holds:

P{x|C} =[] P{=ilC}. ®)
Often, instead of evaluating{C'|x}, one is interested in identi-
fying the likelihood of being of clas§' rather than other classes, so

that a maximum-likelihood criteria can be usddl{x|C'} is often
referred to abeliefin the literature: the larger the belief of a given
class is, the larger the probability of belonging to thassles.



4.2.2 Feature Selection

In order to properly select a small number of features that ca

help in classifying Skype flows, we consider the main aspiects
which Skype traffic differentiates from typical Internedffic. Given
the nature of real-time voice communication, a Skype cligmter-
ates a low bit-rate flow which lasts for several tens of sesami

is composed of several small messages, whose size depettts on

Codec rate and framing timAT. Data traffic, on the contrary,
tends to be much burstier, with large messages and possdily h
bit rates. Thus, we select as features:

e Themessage siz¢hat is the length of the message encapsu-

lated into the transport layer protocol segment. In paldicu
we consider a window ofv messages and for each of them

we check the message size. Thus, we have:
X = [$1,82, .., Sw]

wheres; is the message size of thieh packet of a window
of w consecutive packets.

of the Codecs supported by Skype, see Tab. 1.

e The average-Inter Packet Gafaverage-IPG), evaluated as

Being the message size strongly
dependent on the specific Codec, we develop a NBC for each

Wik+1) W(k+2)

W)

]

=

Codec

xczmo

Figure 4: Schematic diagram of the NBC.

to:

= (RateAT + len(H))RF + len(SoM). (10)
The following values have been considerellute as in Tab. 1,
RF € {1,2,3,4}, len(SoM) = 4 Bytes,len(H) = 8 Bytes,
AT € {10,20,30,40,50,60} ms. For the setting of the stan-
dard deviationo our fitting suggests to use = 1 for constant

1/w times the time elapsed between the reception of the first bitrate Codecs, e.g., G729, aad= 7.5 for the variable bitrate
and thew-th packet in a window. In this case, we have a Codecs, e.g., ISAC. A better fitting procedure could be ubed,
single classifier that does not depend on the employed Codec:Since Skype internal details are unknown, it would be diffita

y =[] = [(tw — t1)/w]

We define the belief of the message size and average-IPGdeatu
respectively denote bgs; and B, in terms of sums of logarithms
instead of products as in (8), so as to limit numerical cdatieh,
i.e., to avoid that observations with very low probabilitake the
belief go to 0.

BS(C):%ZlogP{sAC} B.(C) = log P{7|C}. (9)

It is worth noticing that we chose the features as some aspéct
traffic characteristic over a short window of samples, sa tha
effect of the high variability of traffic is smoothed. In pattlar,

actually include all possible cases.

For what concerns the average-IPG, it is modeled by a Gaussia
distribution withy = AT ando = 1, with no Codec specific
distinction.

4.2.4 Derivation of the Beliefs

Fig. 4 sketches the proposed classifier design, that cosbivee
sets of NBCs: some NBCs are jointly employed for the message
size, and a single NBC is used for the average-IPG.

Consider the message size. In th¢h measurement window,

a new value of the belief is evaluated for any Code@.e., any
message size NBC), by choosing the maximBé‘Y”)(C) among
all the NBC beliefs (i.e., different working states of théhjCodec):
let this maximum be denoted H&Ek’j). Then, a sequence of beliefs
over timek is generated for each Codec: tit@w belief for Codec

we decided to consider the average-IPG value over a window of ; js gptained by taking the time average of the maximum betiefs

packets rather than the instantaneous IPG values, in codgett
rid of the effects of access and queuing delays faced by facke
Moreover, average-IPG, in the way we define it, is ratherisgive

to the specific point of the network in which the monitoringlts
settled. For the choice af we verified that, the impact of its value
is negligible as far as it is larger than 10. We thereforeusai 30,
that roughly corresponds to a time window of 1 s.

4.2.3 Feature Characterization

Let us first start by considering the message size featurseda
on the Skype source model described in Sec. 3, we characthaz
message size distribution for each possible Codec usirgriuoh-
inal parameters (e.g., Codec rates) and observationselt&iom
test-bed experiments (e.g., to deri®d"). In particular, a Codec
can be in different working points and we represent the ngessa
size for a given working point by means of a Gaussian distiobu
properly fitted to the measurements obtained in our test-bed
working point corresponds to different settings of thedaling pa-
rameters: i)Rate, ii) header lengttH, iii) redundancy factoR F’,
and iv) message framing tim&7. For each combination of the
values{ Rate, H, RF, AT}, the message size distribution is rep-
resented by a Gaussian distributidvi( ., o), with mean value set

Jr
E[BY] = Ex[B{*). (11)

Now, in order to set a belief for the message size featurenthe-
mum between the beliefs is taken,

Maz B, = max(E[B{]) (12)
J
so that the most likely Codec is
Codec = argmaz(max(E[BY))). 13)
J

The rational behind this procedure is that, since Codecs may
change their working state, we first derive a time evolutibthe
belief for each Codec; then, by taking the time average, weega
the flow belief for each Codec and we can choose which is thé mos
likely employed Codec.

The NBC relative to the average-IPG operates in a similar, way
but does not need to take into account for the different Cadear
each windowk, the beIiefBﬁk) is derived. Thdlow belief is then
obtained by the time average,

E[B,] = Ex[B™)]. (14)
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Figure 5: Example of the belief evolution during the flow life
time for the ISAC message size NBC on the bottom plot and
average-IPG on the top plot. ISAC Codec is considered.

Finally, in order to decide whether the flow was generated by
Skype or not, the message size and average-1PG classifersrar
bined by evaluating the minimum of the previously derivelidis,

B = min (MaxzBs, E[B;]) 15)
and by comparing it to a thresholl,. ., . If

the flow is classified as being a Skype voice flow. Note that this
is equivalent to require that the flow is a valid Skype flow adeo
ing to both the message-size and average-IPG classifiersfone
defining a conservative approach.

As an example, Fig. 5 shows the beliefs obtained running the
NBC on the same sample-flow whose evolution is reported in%ig
in which the ISAC Codec was used. Figure reports the outfuts o
the IPG and ISAC NBCs corresponding to the different working
states of the Codec. Each working point is identified by theezo
sponding meany() value of the Gaussian distribution. Consider-
ing the average-IPG feature (top plot), it can be observatittie
1 = 30 ms class exhibits the highest belief until about 170s. Then,
the NBC correctly detects the change A" to the = 60 ms
class. The output of the message-size based NBC is more, fuzzy
since the message-size is more variable. In particular pibgsible
to observe the transient phase at about 25 s and 170 s, aomcesp
ing to a change in th& F' and Rate of the Skype source. In both
cases, the maximum windowed belief is most of the time larger
than -5, and the flow belief is also very large, hinting to adsal
Skype flow.

4.3 Hemera: Payload Based Classifier

Payload-based classification (PBC) is a traditional tegpmiuised
to detect different traffic classes from a traffic aggregdg. ex-
ploiting the knowledge of protocol header format, payltaded
classification consists in inspecting the packet payloatifetrent
layers and matching the headers to those of known applitatio

Following this approach and exploiting the observatiorspnted
in previous sections —in particular, exploiting the presenf the

has several important drawbacks. First, since it requizeket pay-
load inspection and per-host state, it is expensive. Seeanbeven
more important, PBC is unfeasible when TCP is selected as-tra
port layer protocol, or when tunneling techniques, e.g.N§Pare
used. Third, PBC possibly needs to be constantly updateat@cc
ing to changes in the Skype SoM format. Finally, the PBC nexgui
to observe all flows generated by a given source host. It igthe
fore impractical in backbone links, due to asymmetric mogitand
to different paths followed by packets directed to différéestina-
tions. For these reasons, we stress that our aim is to use RBC o
for cross-checking purposes.

4.3.1 Per-flow Identification

A UDP flow is identified by using the traditional tuple (soutBe
destination IP, source port, destination port, protocpejy A flow
starts when a packet is first observed, while an inactivityebut
(conservatively set to 20 s) is adopted to define the flow end.

For each UDP flow, upon arrival of a new packet, the packet
is classified according to the following criteria. A Skypiginal-
ing message is detected if thein field takes a value i{0x07,
0x02, 0x03, 0xO0f }, while aFun field equal to{0x0d} is used
to identify Skype E2E messages. E20 voice messages aradnste
detected when the four-byt€3 D Skypeout signature is matched:
i.e., a valid E20 message is therefore required to have tine sa
Cl D as the previous one, and to differ in byte 5. UDP port 12340
is also required to be used as either source or destination po

Following this packet classification, four counters areatpd
for each flow: i) the total number of packets in the flov;or,

i) the number of Skype signaling messages; ¢, iii) the number

of Skype E2E data/video/chat/voice messages,z, and iv) the
number of E20 voice messagesg20. We notice thats;e +
ne2e + ne2o0 < nror, as some packets may be classified as
non-Skype.

When the inactivity timer expires, the flow is considered éo b
complete and a threshold based algorithm is adopted tafgltss
flow. Let Tyoice, Puoices Tsig @and Psig represent the minimum
number, minimum fraction of voice messages and signalirffpa
ets, respectively. The algorithm identifies a flowpagential E20,
E2E, signaling or non-Skype flow according to the followitigs

egy:

e E20if (ng20 > Tvoice) A (nE20/NT0T > Puoice)

A(sreport = 12340 V dst_port = 12340)

e E2Eif (ng2r > Tvoice) A (nE2E/NTOT > Pooice)

SIGNALINGIf (nsrg > Tsig) A (nsia/nror > Psig)
NOT_SKYPEotherwise.

The thresholds are set t@,0;.. =100 packets]s;, =10 packets,
andP’Uoice — I"sig =0.9.

4.3.2 Per-host Identification

Since the per-flow classification algorithm may lead to areexc
sive number of misclassified flows, we also develop a companio
algorithm based on per-host identification: only poten8ai/pe
flows identified by the per-flow classifier that also pass thehpst

SoM in Skype messages transported by UDP- we devise a PBCidentification are considered as generated by a Skype source

algorithm to reveal Skype traffic. As previously stateds tigisk is
made difficult by both obfuscation and cryptographic teqgues [4,
10]: therefore, additional per-host information is reqdito assist
the per-flow identification process.

While the coupled per-host per-flow approach makes PBC iden-
tification very robust and reliable, it must not be neglec¢ted PBC

The per-host algorithm is based on the fact that a Skypetaien
ways uses the same UDP port to send/receive traffic. Dusmapit
riod of activity, a Skype client contacts several other rode that
each client generates many flows to different clients. Meggo
to setup a voice connection, signaling messages are exetheg
tween the endpoints, leading to several signaling E2E floRss.



exploiting this behavior, it is possible to identify a Skygnt run-

ning in a given host by considering the (source IP, source p@p
couple. LetNsra, Ne2r and Ng2o denote the number of signal-
ing, E2E, E20flows generated by the sanseurce i.e., the same
(source IP address and UDP port) couple, according to the per
flow identification criteria described in the previous sectiand let
Nror be the total number of flows generated by the same source.
A flow is identified as being generated by Skype if the follogvin
conditions hold:

e Atleast 80% of the flows generated by the source are Skype
signalling flows, g<15- > 0.8

e At least 95% of the flows generated are Skype flows, sig-

nalling or voice,~srctE2ntNe20 - (.95
TOT

e The source generated at least 5 flows,or > 5

In order to double-check the classification, all outputs haf t
PBC have been manually inspected, so that possible false neg
tives/positives are added/removed. We checked if the faabt (
dress,port) was a Skype port by performing a fake HTTP “GET”
request and looking for the Skype reply “HTTP/1.0 501 Not Im-
plemented”. We repeated this check for 1 week. In case noeSkyp
error message was received or reply was observed, we disttrel
flow to be conservative. Therefore, we consider the PBC autpu
to be error free. Note that the PBC is very effective in idging
Skype E2E and E20 flows. However, itis impossible to distisigu
voice/video/data/chat E2E flows, since the SoM header i#iickd
in all cases.

An important remark has to be made concerning the complexity
of the per-host algorithm — which is much larger than the &mp
per-flow classification algorithm, as it requires to mon#aod cor-
relate all flows generated by every client. While this may de- f
sible in a stub network in which all packets flow through theea
node independently of their destination, it is clearly @sible in
backbone links. Moreover, the per-host algorithm requioesack
the number of flows generated per source (IP address, UDP port
identifier, which can grow very large even in a small campus ne
work.

Notice also that, given a host IP address, more than one UDP
port can be identified as Skype port, e.g., in case NAT is uz&d,
case addresses are leased using DHCP mechanisms.

5. EXPERIMENTS

In this section we present experimental results obtaineding
the classification algorithms on real data traffic — while wéedthe
analysis of the sensitivity of classification on the thrddh®f the
decision process to Sec. 5.2. In particular, we select twaseéts:

e CamMpus: refers to a 95 hours long trace collected at our
campus access link starting on Monday the 29th of May 2006.

e ISP: refers to a one day long trace, collected from the POP
of FastWeb [13], a major Italian ISP, on Monday the 15th of
May 2006.

The CaMPUS dataset is representative of a typical data connection
to the Internet [14], in which most of the traffic is due to TCial
flows carrying web, email, bulk file transfer services. Usean
be administrative, faculty members or students. No P2Rdriaf
allowed by means of strict policies enforced by firewallse TBP
dataset is, on the contrary, very peculiar, since it refera very
innovative ISP which is providing end users (residenti@H® or
large companies) with data, voice and video over IP by meéns o

(" All flows
(- = = .

- J

Figure 6: Representation of False Positives, False Negags
with the separate or joint NBC and CSC usage.

either an ADSL or a FTTH link (ho PSTN link is offered). Traffic
therefore composed of data transfers over TCP, VoIP andoifde
traffic over RTP/UDP. Moreover, users make extensive usebf P
applications, VPN services, etc. ISP dataset is therefare met-
erogeneous than thea®Pus one, and we expect it to represent a
stiffer scenario. Atthe same time, in the ISP dataset weedpect
little Skype traffic, as the ISP offers flat-rate tariff to pteocalls.

5.1 Measurement Results

Assuming that the PBC classification is reliable for UDPficaf
Fig. 6 sketches all the possible combinations of flow classtifn:

o All flows included in the dataset.
All eligible flows that haveNror > 100.

Positive Voiceflows pass both the CSC and NBC test, and
are verified by the PBC to be Skype flows.

False Negatives (FNgre classified as Skype by the PBC, but
are discarded by both the NBC and the CSC.

CSC False Negatives (CSC-FHe discarded by the CSC
only.

NBC False Negatives (NBC-FMJe discarded by the NBC
only.

CSC False Positives (CSC-FPass the CSC test only.
NBC False Positives (NBC-Fpass the NBC test only.

False Positives (FPpass both the NBC and CSC tests but
fail the PBC test.

In the following, the percentage of FN is computed with respe
to the number of flows identified by the PBC as Skype E2E/E20;
the percentage of FP is evaluated with respect to the nunfber o
flows that are eligible but not Skype (i.e., flows with at leh80
packets that are discarded by the PBC). To give the readarttthe
ition about the relative percentage of FP and FN evaluateinys
make an analogy. Suppose you want to assess the quality of a ne
pregnancy test. You select a set of 1000 women. You know ftat 1
of them are pregnant, according to an oracle. The new teshiet
N=120 positive results. Of those, 80 are actually refertingreg-
nant women. Therefore FP=120-80=40 are false positive test
FN=100-80=20 are false negative tests: computing the p&age
of FP and FN, you havE'P% = 100 x 40/(1000 — 100) = 4.44%
and FN% = 100 x 20/100 = 20%. In our scenario, we use the



N OK FP FP% FN FN% N OK FP FP% FN FN%
E2E 1014 E2E 65
PBC | Ez0 63 — | — —| = = PBC | Ez0 125 — - —|= =
NBC E2E 1236 726 510 0.68 | 288 28.40 NBC E2E 27437 50 | 27387 73.73 | 15 23.08
E20 441 153 | 288 0.38| 10 6.13 E20 295 124 171 0.46 1 0.80
csc E2E 2781 984 | 1797 2.40 30 2.96 csC E2E 191 57 134 0.36 8 1231
E20 161 157 4 0.01 6  3.68 E20 190 123 67 0.18 2 1.6
NBC A E2E 716 710 6 0.01 | 304 29.98 NBC A E2E 51 49 2 001 | 16 24.62
CsC | E20 147 147 0 0.00 16 9.82 CsSC | E20 163 122 41 0.11 3 2.40
> 100 | 76025 > 100 | 37212
ot 487720 — | — — | — ot 258634 - — |- =
Table 3: Results for UDP flows,CAMPUS dataset. Table 4: Results for UDP flows,|SP dataset.
CAMPUS ISP
PBC as oracle, so that flows that pass the PBC classificatiam fo NBC E%(E) 228;2 622
a reliable dataset. We refer to this set as beachmark dataset =
In particular, this dataset is built by Skype voice flows d¢desng csc E20 403996 46876
the E20 case. In the E2E case, voice, video, data and chat flows EJE 6521 12
; L : e NBC A CSC
are present, since it is impossible to distinguish amongtfiem E20 313 0
packet inspection. Our tests are the NBC, the CSC and the join TOT > 100 1646424 108831
NBC-CSC classifiers. Notice that the NBC test is expectedito f 23856424 | 1614553

when a video/data/chat benchmark E2E flow is tested.

From a preliminary set of experiments on the testbed traces,
taining more that 50 Skype voice calls, we tuned the PBC ar@d CS
classifier thresholds t8,,;, = —5 andx?(Thr) = 150, respec-
tively. Using such choices, further discussed in Sec. Sl2oas
were correctly identified as E2E or E20, and neither FP nor FN
were identified. Using the same threshold setting, we thetyap
the classification to real traffic traces: the results arersarized
in Tab. 3, 4 and 5. For each dataset, the number N of flows identi
fied by the different classifiers is reported, splitting E2tel £20
cases. Considering UDP case, Tables report also the opideci-
tified flow number (OK), FN and FP absolute numbers and reativ
percentages. Finally, last row reports the total number avid]
highlighting the amount of eligible flows.

Let us focus on the ®vPuUs dataset reported in Tab. 3, in which
the PBC identifies 1014 E2E flows and 163 E20 flows: this is the
benchmark dataset. When the NBC classification is used in iso
lation, while the classification is very conservative (% NBE=
0.68), there is an important number of discarded flows (% NBC-
= 28.40): by manual inspection, we observed that most ofetter
flows exhibit a bitrate much larger than the typical voicedi,
hinting to video/data transfers being classified as E2E gyPfAC.
Indeed, as neither video nor data transfers are allowedrtbthe
PSTN gateway, the percentage of NBC-FN is significantly fmal
in the E20 case. Considering now the effectiveness of the CSC
alone, we observe that in the E2E case the percentage of ®SC-F
is quite large (2.40%). This phenomenon is due to Skype Bigna
flows that (correctly) passes the CSC test. In the E20 cassgno
naling flow is present, yielding thus a negligible CSC-FRafy,
looking at the percentage of CSC-FN, less than 3% of flowsateat
valid Skype flows are discarded, which is possibly due to aeon
vative x*(Thr) setting. When the CSC and NBC are combined,
the percentage of FP drops to almost zero (indeed, no FPeme id
tified at all in the E20 case, and only 6 flows are FP in the E2E
case) yielding thus to a conservative classification endihe per-
centage of FN is 29.98% (9.82%) considering E2E (E20) flows:
based on previous remarks, the CSC/NBC combination allows t
discard video and data transfers, and correctly identify tmose
Skypeflows that actually carryoicetraffic.

A similar reasoning applies to the ISP UDP dataset reported i
Tab 4. Few Skype calls are found by the PBC classifier, possi-
bly due to the flat rate offered to phone calls by the ISP. Itasthv

Table 5: Results for TCP flows, both datasets.

noticing that the NBC (correctly) identifies 2748@iceflows, most
of which correspond to actual ISP’s VoIP flows carried ovePRT
Only combining the CSC allows to detect the true Skype voice
flows. These results confirm that the NBC-FP may be due to non-
Skype VoIP applications that generate packets with the gatTiet
size and inter-packet gap characteristics. The signifipargent-
age of E2E NBC-FN is due to the fact that the NBC is tuned to
only identify voice flows. It discards E2E flows that carry e
data and chat services. As previously stated, this is dueetfact
that the NBC cannot isolate video/chat/data flows from E2&dlo

Finally, we consider flows carried by TCP reported in Tab. 6. N
PBC cross-checking is possible in this case. Consideri@hm -
pusdataset, the NBC identifies almost 21000 (1.27%) flows as pos-
sible voice flows. The CSC instead identifies more than 4@0.00
(24.54%) flows as “random-payload” flows: this is not suipds
since applications relying on TCP usually transport rawlpoessed
data with no deterministic header at the segment start. @ine j
NBC/CSC usage reduces Skype identifications to only 621 E2E
and 313 E20 flows. By manually inspecting those flows, we rotic
that 258 TCP flows are using server port equal to 443, whichss s
picious as the port it associated to the HTTP over TLS sefliée
However, we verified that those flows were true Skype voiceslow
since, i) Skype uses port 443 to pass firewalls, and ii) TLSahas
2 Bytes long deterministic header that would make the CSC tes
fail. Similarly, 52 TCP flows are associated to the port 22.(ithe
SSH protocol [17]): we suspect these flows to be False Pesijtiv
as the CSC cannot be trusted in this case and Skype is not known
to use port 22. No other suspicious port number can be idedtifi
moreover, most of TCP flows identified as Skype voice flows are
terminated at the Campus WiFi NAT-box IP address, hintinthwi
a very high probability to Skype being used under restrctiet-
work policies. We can conclude therefore that in the TCP ,chse
percentage of FPs is negligible, since the 52 potential EWs to
be weighted against more than 1.64 million of connections.

From the above analysis, we can conclude that

o the NBC is very effective in identifyingll voice trafficover
IP, independently from the application;
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Figure 7: Percentage of FPs (top plot) and FNs (bottom plot)
for E2E and E20 flows versusBx .

e the CSC is very effective in identifyingll Skype trafficover
UDP; when dealing with TCP flows, it identifies all encrypted
or compressed traffic, which however corresponds to a quite
large fraction of the traffic;

e thejoint usage of NBC and CSC is very effective in detecting
Skype voice traffiover UDP or TCP: almost zero False Pos-
itives are identified, yielding to a conservative identifioa,
and few percentage of False Negatives are left out.

5.2 Parameter Tuning

In this section we investigate the sensitivity of the NBC Q@&C
classifications to the specific setting of the thresholdsl iisehe
decision processes. Sensitivity analysis is performetiendliable
benchmark dataset, gathered applying the PBC classificttithe
Campus UDP traffic.

We start by considering the key of the NBC decision process, i
the minimum threshold,...,, that both inter-packet gap and mes-
sage size beliefs must pass for the flow to be classified ag.voic
When B,...», is small (i.e., large negative value), the NBC is not
strict in requiring that the observed characteristics amapiant
with the Skype voice source model (yielding to NBC-FPs). Con
versely, whenB,,.;,, is large (i.e., tends to zero), the NBC require-
ments are tight, and some true Skype flows may be discarde@{NB
FNs). The impact of the threshol,.;,, on the number of False
Positives and False Negatives is shown in top and bottons plfot
Figs. 7 respectively. Percentages are shown by separatesyde
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200 300
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Figure 8: Percentage of FPs (top plot) and FNs (bottom plot)
for E2E and E20 flows versusy?(Thr).

of False Positives does not significantly increase any mble:

tice that almost no False Positive occurs for E20 trafficcesiras
was already noticed in Fig. 3, the value pf for deterministic
groups (as those in the header of E20 flows are) is very lardge an
easily distinguishable by the CSC from non-deterministisugs

of bits. Bottom plot of Fig. 8 shows that also the CSC-FN cusve
steep: a very small value of the threshold induces the CSGto d
card most of the flows. Flows start to be properly classifie@nvh
the threshold increases beyond 50. The slight CSC-FN iserfea
larger values of¢?(Thr) that can be observed in the E2E curve is
due to the misclassification of mixed groups in the E2E meassag
header: if the threshold is large enough, these groups assicl
fied as random and not mixed groups, and the flow is discarded.
From the joint analysis of these two graphs, we can conclode t
correct setting of¢?(Thr) is between 100 and 200 (our choice is
x*(Thr) = 150).

So far, we have investigated the robustness of the classifier
isolation we now intend to analyze the effect of their joint us-
age, i.e., when a flow is classified as generated by Skype poly u
agreement of both CSC and PBC. Focusing again on the bench-
mark dataset, we explore a number of combination8gf,, and
x*(Thr) in terms of the obtained number of False Positives and
Negatives for E2E and E20 cases. Left plot of Fig. 9 repod sk
percentage for E2E flows, where the thick solid line is olsdifor
x*(Thr) =150. It is worth recalling that the quite large number of
FNs derives from the fact that data/video/chat flows areidensd

ering E2E and E20 flows classes. Observe that the NBC is more as E2E flows in the PBC benchmark dataset: as these flows differ

robust and less sensitive ,,;, when it is applied to E20 traf-
fic. Indeed, the presence of other services makes the benchma
dataset includes E2E flows that are not voice flows (the daitase
cludes video calls, chat messages, file transfers, etach #ows

are possibly correctly discarded by the NBC but accountedg$o
False Negatives in the graph. so that even for very smalkgadii
Bnin, the percentage of False Positives is quite small, confgmin
that our stochastic characterization is accurate. Acogrth these
graphs,B..i» could be reasonably set betwee® and —3 (our
choice iSBmin = —5).

Considering now the CSC, we assess the impact of the thresh-

old x*(Thr) on the classification results. From top plot of Fig. 8
we gather that, by increasing’ (Thr), the classifier requirements

become less tight, and the number of E2E CSC-FPs increases; h
ever, the increase is very steep andé(Thr) > 100 the number

significantly from voice traffic, they are correctly discaddby the
NBC. We notice that small values gf(Thr) induce large num-
bers of False Negatives, because true Skype flows are etrslgeo
discarded by the CSC classifier (and furthermore these Q$C-F
add to the NBC-FNs). Similarly, for the E20 case depictedghtr
plot of Fig. 9, although with a smaller magnitude in reasonhef
absence of data/video/chat heterogeneity.

Finally, we plot the False Positives detection triggeredthsy
join usage of NBC+CSC in Fig. 10, which testifies the conserva
tiveness of the joint classifier. Indeed, the FP number iseeely
low, about one over ten thousand flows: furthermore, withoper
threshold choice, practically no flow is erroneously clfisdias be-
ing Skype. E20 case is not reported as only either 1 or 0 FProccu
whatever setting. These results, beside highlighting ffestave-
ness of the joint use of NBC and CSC classifiers, also confiem th
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Figure 9: FN percentage for E2E (left plot) and E20 (right plat)
cases versus3,.i», and different x*(Thr).

validity of our initial B,,;» = —5 andx?(Thr) = 150 thresholds
choice.

6. CONCLUSIONS

This paper tackled the problem of the identification of Skype
voice calls. We presented two classifiers to reveal Skygdéctra

from aggregate streams of packets. The first approach éxjpie
statistical properties of message content to let pattemdssiruc-

tures naturally emerge. The second approach instead ma&ex u

Naive Bayesian techniques to match the stochastic chaistitie

of voice traffic generated by Skype sources. Our experirhesta

sults show that the combination of the above techniqueddstefe
in both discriminating the voice streams from the traffic raggte,
and in further identifying the application, i.e., Skype.

The performance of such classifiers has been compared a8 cro

checked with those achieved through a traditional detestiirap-
proach, based on deep-packet inspection. The design chythesal-
based classifier stems from a partial, and incomplete, sevamgi-

neering of the Skype messages. Results show that the jarfus

the statistical classifiers outperforms the payload-baselthique,

as the kind of information that can be exploited yields to aano

robust classification. Negligible False Positives are atetg and
very few False Negatives are left out by the proposed aphroac

While the Bayesian and the payload based classifiers fotaw t

ditional design, the Chi-Square test leverages on randssringo-

duced by the obfuscation techniques used by Skype. We believ
that this last approach can be successfully extended to tte m

general traffic classification problem.
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