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Abstract—In this paper we presenta simulation study of HTTP
traffic crossinga DiffServ domain. We consider both the cases
where the reserved bandwidth is not exceededy the offered traffic
(overprovisioning) and where the assured traffic competeswith the
classicBest Effort class(underprovisioning). Simulation reported
showsthat DiffServ approachis able to protectthe assuredflowsin
the first case while the performance benefitsare tighter in the sec-
ond case jn which fair nessissuesarise betweenlong and short-lived
flows.

I. INTRODUCTION AND BACKGROUND

In recentyears researcherandserviceprovidersalike
have looked at ways to overcomethe shortcomingsof
the Internet Best Effort service. Two approacheshave
beenwidely toutedasthe solutionto QoSrequirements:
IntServ[1] andDiffServ(DS)[2]. Ontheonehand,scal-
ability issueshave sofar questionedhe effectivenessof
IntSery which requiresperflow signalingand perflow
guarantees.On the other hand, DiffServ handlesflow
aggrejates performingpaclet classificationinto classes
atthe network ingressand supportingdifferentperclass
guaranteest every hopin the network core. Tradition-
ally, DiffServcomesin two flavors: Expeditedrorward-
ing (EF) [3], which is also called 'Virtual Wire’, pro-
viding an almost airtight separationbetweenpremium
and non-premiumtraffic; Assued Forwarding (AF) [4],
in which differentclassesare givendifferentforwarding
and droppingtreatmentsalthoughthey sharethe same
network resources. The excellent scalability properties
offered by DiffServ have promotedits useamongISPs;
however, it still remainsto be seerwhetherDiffServ of-
fersa sufficiently high degreeof protectionto privileged
classesf traffic. In particular the useof Active Queue
Managemen{AQM) techniquesn routersis a potential
liability, whatwith thedifficult choiceof parametershat
AQM usuallyentails.

While mary studies[5], [6], [7], [8] have shavn the
benefitsanddrawvbacksof the DiffServschemedor long-
livedTCPtraffic, in thispaperweanalyzeafew plausible
scenariosnixing AF andBest-Efort (BE) for short-lived
flows, suchasweb-like traffic, andstudythe behaior of
a DiffServ network implementingAssuredForwarding,
in both underloadand overloadconditions;specifically
we have focusedon the casewhenthe AF traffic exceeds
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theamountof bandwidthspecifiedandguaranteedh its
contract.

The paperis organizedasfollows: Sectionll outlines
themodelusedto simulatedVebconnectiongndthenet-
work topologyandscenariothe numericalsettingscho-
senin our studyandthemetricsof interestareincludedin
Sectionlll; simulationresultsfor the casesinderinvesti-
gationareshavn anddiscussedn SectionlV. SectionV
concludesthe paper outlining what we believe are the
prosandconsof the DiffServmodel.

Il. SIMULATION SCENARIO AND TRAFFIC MODEL

The simulations performedin this study were run
under ns-2.1b8a [9] using the network configuration
sketchedin Fig. 1, which representsin ISP network col-
lecting traffic from two regions: sourcesin the DS re-
gion (or “cloud”) sendDS-marledtraffic, while sources
in the BE region generateunmarled traffic. RoutersS
and R connectsendergo recevers, and have identical
configurations:i.e., a TSWTCM marker [10] astraffic
conditioner followed by a RIO-C queue[11] feeding
a round-robinscheduler TSWTCM marker parameters
usedfor all the simulationpresentedn this paperiden-
tify two distinct classef service,namelyred or green;
RIO-AQM parametersorrespondo a staggeredet,and
for greenandredpacletsming, /maz., /max, aresetto
20/40/0.02 and5/10/0.20, respectiely.

Eachcloud produceaunidirectionalRENO-TCPflows
(whoseofferedloadis determinedy boththeoverallnor-
malizedload p, andthe percloud load fractioning «;);
ACKs areneverlostonthe backwardpath.

DiffServ
Recei ver
Coud 1

Best Effort
Recei ver
Coud 2

Best Effort
Sour ce

Coud 2

Fig. 1. Network Scenario

Thetraffic patternsusedin the simulationare primar
ily short-lived flows — modelingweb-like traffic, while
endlessly-sendindg-TP sourcescan also be presentas
backgroundraffic. The Web traffic generatoractivates
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TCP flows trying to transferan amountof data, A, uni-
formly chosenamonga coarseset A\ of empirically se-
lectedflow lengths[5], [12]. The flow interarrival time
is determinedy i.i.d. exponentialrandomvariableswith
averager;, assummarizedelow:

B =10 Mbps BottleneckBandwidth

0 Total OfferedLoad

o PerCloudLoad,y, ap =1
A=13.6 KB AverageFlow Length

A Empirical Flow LengthVector
7 = A/(a; - pB)  Averagelnterarrial Time

This modelis basedon realistictraffic patternand pro-
vides a simple meansto investigatethe impactof Diff-
Servon short-livedburstytraffic.

I1l. EXPERIMENTAL DESIGN AND PERFORMANCE
METRICS

Althoughthetraffic sourcesareheterogenoudierewe
will focusonly on HTTP-emulatecconnections.Beside
the BE servicethe DS domainoffersan uniqueAF ser
vice, in whichtheguaranteedetwork resourcés aband-
width measure:the serviceis thus entirely specifiedin
termsof a CommittedinformationRate(CIR). Here,we
will focus on the case—furtherindicatedwith SLA5o—
wherehalf of the bottleneckbandwidthis soldby the ISP
to the AF flows andthe excesss availableto the sharing
amongAF andBE flows!.

Simulationof bursty; short-lived flows needlong runs
in orderto be confidentwith the obtainedresults.In our
study eachsimulationis runfor atleastts:,, = 600s, in
the senseahatno new flows arescheduledftert;,,; the
simulationendseitherwhenthe last flow hascompleted
its transmissioror, forcefully, att,.;; = 900s, regardless
of thepresencef ongoingflows. Usually, all flowsended
beforetyq;¢. In thispapemweinvestigateandcompareDS
andBE performancen two significantscenarios:

o Overprovisioning of HTTP Traffic

In this case thetotal offeredload p of webtraffic varies,
whereasa 4 is fixed and DS-HTTP traffic is substan-
tially in-profile. We alsoexaminethe effectsintroduced
by thepresencef FTPbackgroundourceswhich, being
greedyconnectionswill pushthebottleneckink always
in congestion.

« Underprovisioning

In this case thetotal offeredloadis fixed, while the per

centageof AF traffic a 4r varies. This allows usto ex-

aminethe performanceof AF traffic whenit exceedsts

committedtraffic profile.

In orderto evaluatethe ability to provide QoSto Web
traffic, we chooseasprimaryusercentricmetricto mon-
itor the flows completiontime, i.e., the time requiredto
completelyreceie all the flow paclets; operatofrcentric
metricssuchas paclet drop, TCP dynamics(cwnd, fast

1 0otherlink bandwidthallocationsweretried andyield similar results.

recovery, retransmissiorimeout) and RED-AQM early
drop (the percentagef time a pacletis discardedy the
randommechanisninsteadof buffer overflow) complete
theperformanceanalysis.

All the performancemetricshave beencollectedon a
perflow basisandall the statisticsare averagedover at
least20,000samples.We reportresultsfor the Comple-
tion Time, the Padket Drop Percentage and Early Drop
Fractionversugheofferedload. Resultsarereportedor
AF traffic in the bottom pictures,while the correspond-
ing performancefigure for BE traffic is plottedin the
top picture. All figuresplot the resultsfor threediffer-
entflow lengthclassesbeingn the numberof pacletsto
be transmittedby a flow, we reportthe averagedresults
form =1,10,90.

IV. SIMULATION RESULTS

Earlierworks have shovn that AF flows perceveare-
ducedcongestiorevel [11] with respecto theactualnet-
work situation. This holdsalsofor HTTP traffic, thanks
to thedifferentiationof paclket drop priorities, but causes
a strongperformancedegradationof BE traffic: indeed
theuseof RIO-C entailsthatpacketswith low dropprece-
dencecan be droppedonly when all the paclets with
higher drop precedencéhave beendiscarded;thus the
BE pacletssuffer from a much higherdrop probability,
which causesnuchlongercompletiontimes.

A. Overpuovisioningof HTTP Traffic
A.1 HTTP Traffic Only (Underloading)

In this caseboththe DS andBE source®ffer anaver-
agetraffic loadequal50% of the overall offeredloadand
half of thebottleneckis resenedto AF traffic. Therefore,
the AF traffic volumesdo not nominally exceedthe es-
tablishedprofile, exceptfor shortperiodsof time where
congestioroccursdueto paclet bursts. This allows the
investigationof network performancedegradationas p
grows.

Fig. 2 plotsflow completiontimes: comparinghebot-
tom plot (AF traffic) and the upperone (BE traffic) it
canbeimmediatelynotedthat AF outperform$BE traffic
by two ordersof magnitude. Moreover, for loadsclose
to the line rate, BE flows are pushedtoward stanation,
whereasAF flow completiontimesremainquite low: on
average,90-paclets-longflows achieve a throughputof
3,6 kbpsin BE caseversus456 kbpsin the AF one. Due
to green-markd paclet protection, AF traffic suffers a
meagermmountof packet dropswith respecto BE. This
behaior follows from the small (< 0.1%) amountof AF
pacletsmarkedasredfor ary p.

Furtherinsight can be gatheredrom the comparison
of AF versusBE performancelepictedn Fig. 3, plotting
paclet drop percentages.Again, BE flows suffer from
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drop probabilitiesthatareoneorderof magnitudehigher
thanthe AF one. Whereasred markingis evenly dis-
tributedover a rangeof flow lengths,it canbe seenthat
pacletdropsarenot: BE shortestlows (7 = 1) achieve
the highestdrop percentagéor ary p, while one-paclet-
long AF flows arecompletelyprotectedagainsidropsfor
p < 0.8, andonly for p > 0.8 asmallpercentagef AF
pacletsaredropped.

This looks like a counterintuitive phenomenonsince
onecouldexpectthatflows thatarejust one-packt-long
shouldexperienceuncorrelatedirops.As is well known,
for flows sendinglessthan 10 paclets,the TCP conges-
tion window is controlledthroughoutby the Slow Start
algorithm,while longerflows arelikely to reacha Con-
gestionAvoidancephase Froma RED-AQM standpoint,
longer flows are more likely to incur in early drop ac-
tionsthanshorterlivedflows; thus,long-livedflows usu-
ally experiencea large early drop probability and this
suggestghat buffer occupang is mainly due to longer
flows (thatarealsomorelikely to benefitfrom FastRe-
coveryratherthanincurringin retransmissiotimeoutex-
piration). Fig. 4 confirmsthat this occurrenceholdsfor
ary network load, asit can be seenthat the early drop
probability of longerflows is abouttwice asmuchasthe
one experiencedby one-paclkt-flows. Notice also that
the effectivenes=of the RED-AQM decreasefor larger
valuesof p.

Corversely for the AF traffic, long andshortflows are
substantiallyaffected by the samedrop probability; in
this case the benefitsbroughtby RED-AQM are hardly

distinguishabldérom the commonDropTail performance.

A.2 HTTP Traffic with Background=TP SourcegOver-
loading)

In this experiment,we add10 endless=TP sourcesn
eachcloud,which producewo maineffects: bringingthe
overall network load closeto the line rate and allowing
the AF traffic to exceedts committedrate. Thiskeepghe
network congestiorevel almostconstantandthe HTTP
offeredload modifiesthe percentag®f moreburstytraf-
fic onthebottlenecHink.

Theincrease@mountof AF out-of-profiletraffic (20%
or morefor ary p) considerabl\influencegheflow com-
pletion time, as shovn in Fig. 5. Degradationis even
largerlooking at the BE performancdigure. Significant
AF pacletdropsoccurevenatlow HTTP loads,andshav
linear dependenc®n p (Fig. 6); BE shorterflows are
againthe mostpenalized.In this scenarioa small per
centag€0.15%)of HTTP-AF greenpacletsaredropped,
raisingto 0.5%whentakinginto accountthe FTP traffic
aswell; furthermore,green-packt dropsare almosten-
tirely dueto buffer overflow, indicatingthat RED-AQM
is unableto managethe queue: seldom,it may happen
that suddenpaclet bursts cannotbe handledby router

queuesandgreenpaclketsaredroppeddueto full buffer
occupation.This might have beenavoidedif burstytraf-
fic fluctuationhad not beenfiltered out by RED-AQM
mechanismlndeed the early drop mechanisnis clearly
more effective for smoothflows thanfor bursty traffic:
for largervaluesof p, which correspondo larger bursti-
nessthe percentagef earlydropdecreasegsshown in
Fig.7.

B. Underpiovisioning

In this scenariowe fixedthe overallloadto p = 0.85,
while its percloud fractioning varies, in order to in-
vestigatethe DiffServ reactionsto a traffic volume ex-
ceedingthe contractedSLA;, profile. The a4 thresh-
old discriminatingbetweenin- and out-of-profile pack-
etsis aarn, = 0.589. No background=TP sourcesare
present.

Fig. 8 and Fig. 9 respectiely depict the completion
times and the paclet drop percentageschiesed on av-
erageby AF andBE flows asa functionof the AF HTTP
fractiona 4 p of theofferedload(asusualaar + app =
1). As expected, when the AF traffic load exceeds
aAF,th, COMpletiontimesgraduallyincreaseandsodoes
the drop percentageasa growing portion of AF traffic
is red marked, RED-AQM triesto limit the opportunistic
AF transmissionwia early drop — which is not anyway
themain causeof droppedpaclets.

BE performanceanbeinterpretecasfollows. At low
aar, Whenthe HTTP traffic mainly comesfrom the BE
cloud, the protectiongrantedto AF pacletsforcesa siz-
ablenumberof BE pacletsto be discarded.Corversely
asar grows, a reducedBE traffic volume better ex-
ploits the excessbandwidth,gaining from the competi-
tion with too aggresaie AF flows: this eventuallyentails
areductionof boththe BE drop percentag@ndcomple-
tion time. Early dropsfor the latter scenarioare shovn
in Fig. 10 andthey illustrateaninterestingphenomenon:
paclketsfrom shorterAF flows (i.e.,m = 1) arelesslikely
toincurin earlydropsbecausef theirlack of correlation,
while longer flows can potentially reachlong windows
anddropawindowful of data.As for earlydropsfor BE
traffic, the relatively larger lossrate at oppositeendsof
the AF load spectrumcanbe justified noting that, at low
AF loads,the BE traffic is high andthusthe high-drop-
preferencejueuss oftenfull; athigh AF loads,although
the BE traffic is small,it shareghe high-drop-preferece
queuewith out-of-profile, red-marled AF traffic, which
bringsthedropprobabilityhigherthanit wouldhavebeen
if only the BE traffic werepresent.

Finally, we obseredthat flows sendingup to 6 pack-
etsexhibit substantiallyidentical performance:in order
to explain this phenomenonye shouldconsiderspecific
TCPdynamics.Indeed, TCPinfersthata sggmentis lost
eitherby triggeringthe FastRecorery algorithmor, least
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desirably whenthe retransmissiotimer expires. How-
ever, FastRecosery cannotbe triggeredunlessthe con-
gestionwindow is at leastfour segmentslarge and the
flow is long enoughto allow the congestionwindow to
grow to suchlimit. TCP congestiorwindow constrainis
the main causeof the unfairnessoward suchshort-lived
flows: theunfairnessn resourcauitilizationdependingn
flow lengthis a consequencef theincreasedgrobability
for red-marledpacletsof smallerflowsto incurin RTO.

V. CONCLUSIONS

Theresultsobtainedin this simulationstudy partially
confirm the ability of the DiffServ modelto offer QoS
to IP flows. Its unquestionableros —aggr@atedflow
handling,scalability incrementaldeployment,complex-
ity limited to theedgesf thenetwork andthedecoupling
of resourceprovisioningfrom the forwardingpath—jus-
tify thegrowing interest;furthermorethe chanceof vari-
ouspracticalimplementationpavestheroadto research
and extensionof the presentserviceclasses- or to the
specializatiorof serviceswithin the sameclass.

Corversely we encounteredbjective difficulties to
guantify the effective offered QoS level. This seems
to suggesthat, first of all, SLA contractsshouldavoid
to stateexplicitly how the excessbandwidthshould be
sharedjndeed,it seemsasthoughthe ISPsarerequired
to performintensive monitoringto align the pricing pol-
icy with the actuallydeliveredservice.

Moreover, a crucial researchtopic is representedy
anefficientactve queuemanagemertechniquepossibly
leadingto analternatve to RED-AQM to addressheun-
fairnesgproblem. Thefeelingis thatasparametetuning
in RED-AQM remainsquestionablea single misconfig-
uredroutercandeterminethe performanceof the whole
network; specifically thereis atrade-of betweermprov-
ing completiontime performancef shortandlong flows
atonce:theformerbenefitfrom shorterqueuegdecreas-
ing thusthe queuingdelay)while the latter from longer
gueueqsincea reduceddrop rate entailsa reductionof
RTOs).

Finally it should be notedthat, ratherthan resulting
in network decongestiomrepeatedlyorcing a short-lived
flow in RTO resultsmainly in excessve flow penalty
whereadransmissiorwould otherwiseendafter sending
a few more segments. Sincetoday’s Internettraffic is
heavily representelly short-livedconnectionstheexces-
sive TCP unfairnessamongflows with differentlengths
cannotbedisregardedhowever, solutionsto this problem
arenot straightforvard, sincethey may leadto consider
specificTCP congestiorcontrolchanges.
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